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rocyJapcTBeHHOI0 3aKa3a H
JIMIEH3HPOBAHHUS

Bearopoackoii o0aacTu >
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IIpaBuaa
paGoThI ¢ 00e31HYeHHbIMHU JaHHBIMH

1.TepMunb! U onpeae/IeHHs

[TepedeHb COKpaIEHUH:

IIQu - [IepconanbHbIe JaHHBIE

HC/I- HecaHKITMOHUPOBAHHBIN JOCTYII

HUCIIAn- MadopMarimoHHas CUCTEMA IEPCOHANIBHBIX JaHHBIX

VYupasaenune- YpaBleHHe TOCYJapCTBEHHOIO 3aKa3a H JIMIIEH3UPOBAHUS
Benropoxackoit obmactu

B pamkax [OAQHHOTO JOKyMEHTa MCIIOJB3YIOTCA CIEAYIOIHEe TEPMHUHBI H
OIIpeeNeHus:

Hoctyn k uHpOpManuM — BO3MOXHOCTh IOTy4YeHHs HH(OOpPMalMM U ee
HCIIOJIE30BaHUS.

3amura nHpOpMALMH OT HECAHKIHMOHMPOBAHHOIO AOCTYyNa (3alHTa OT
HC/I) uau BoO3JeiicTBHS — J[eATEIbHOCTb, HANpaBIEHHAs Ha IPeJOTBpallEHHE
Hony4eHyus WH(QOPMAIMH 3aWHTEPeCOBAaHHBIM CyOBEKTOM (MIIM BO3JECHCTBHS Ha
HH(OPMAIIHIO) C HapyIlIeHHEeM YCTaHOBIIEHHEIX IIPaB MIIH IIPaBHUIL.

HNudopmauus — cBeneHus (COOOIEHUs, JaHHbIE) HE3aBHCHMO OT (GOpPMBI HX
Ipe/ICTaBICHHUS.

HudopMannoHHasi CHCTeMa — COBOKYIIHOCTB coOfepxKalleiics B 6asax
OAaHHBIX MH(OpMAnMH U olecreduBalomuX ee o00paboTky HH(OPMalMOHHBIX
TEXHOJIOTHI U TEXHUYECKUX CPEJICTB.

HudopmanuoHHasi cHcTeMa NepcoHaJbHBIX AaHHbIx (MCIIOH) -
COBOKYITHOCTh COIEepXaluxXcsi B 0a3aX [aHHBIX IIEPCOHAIBHBIX JaHHBIX H
obecreunBaOIMX UX 00paboTKy HMH(GOPMALMOHHBIX TEXHOJOIMH H TEXHHYECKHX
CpeJICTB.

IlepconajibHbie AaHHBbIE — JII00ast MH(OpPMAI¥sI, OTHOCSIIAACA K MPSAMO WK
KOCBEHHO OIpEIeSeHHOMY HIH OIpejeisieMoMy Gu3udeckoMy JHIy (CyOBexTy
MIEPCOHANILHBIX JaHHBIX).

KonduaeHuuanbHOCTh NEePCOHANBHBIX JAHHBIX — o0s3arenpHOe JUIs
COONIIOZIEHHs] OIEPAaTOPOM WM HHBIM IOJNYYUBIIMM JOCTYIl K IE€PCOHAIBHBEIM
IAHHBIM JIMIIOM TpeOOBaHWE HE MOIyCKAaTh MX DPACHpOCTpaHeHHs Oe3 coriacus
cyObeKTa epCOHaIbHBIX JAaHHBIX MM HAJM9KsA HHOIO 3aKOHHOTO OCHOBAHUS.

Hapyuwenune uHpopMauuoHHOH Oe30macHOCTH — COOBITHE, IIPH KOTOPOM
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KOMIIPOMETHPYETCS OJUH WM HECKOJIBKO AaCleKTOB 6e30macHOCTH HH(pOpMaLKK
(ZOCTYIHOCTB, KOHQUIEHIHATBHOCTD MK I[EIOCTHOCTB).

O6e3HYMBAHHE TEPCOHAJBHBIX [JAaHHBIX — [EHCTBHSA, B pE3yIbTare
KOTOPBIX CTaHOBHTCS HEBO3MOXHBIM 0e3  MCIIOJIb30BAHMS JIOTIOTHUTENIEHOM
HH(GOPMAIIMH ONpPEAEIUTh MPUHAMIEKHOCTD EPCOHATBHBIX NAHHBIX KOHKPETHOMY
cy0OBeKTy MepCOHAIBHBIX JaHHBIX.

OGpaGoTKa MepCOHANBHLIX JAHHBIX - Jxoboe [eicTBHe (omeparus) wid
COBOKYIIHOCTb I€WCTBHil (OIepaluii), COBEpLIaeMBIX C HCIIOIB30BAHUEM CPEICTB
aBTOMATH3AIlMA WA 03 HCIOJNB30BaHUA TAaKMX CpPEACTB C MNEPCOHAIBHBIMU
NaHHBIMH, BKIIOYas cOOp, 3alHCh, CHCTEMATU3ALMIO, HAKOIUICHHE, XpaHCHHE,
yrouHerue (OOHOBICHHE, H3MEHEHWE), HM3BICYCHHE, HCIONb30BAHUE, Nepenady
(pacmpocTpaHeHue, LpPeNOCTaBIeHHe, AOCTYI), OOe3THIMBaHHE, OJIOKHpOBaHHUE,
yIaneHue, yHHITOXKEHHE [IEPCOHATBHBIX JIaHHBIX.

OnepaTop — rocyiapCTBeHHBIHA OpraH, MyHUIUITATbHBIH OpraH, IOPUANIECKOe
WIH  (U3MUECKOE JIMALO, CAMOCTOSTENHHO WM COBMECTHO C JAPYTMMH JIHIAMH
opraHm3yompe u (W) ocylecTBIsiomue o6paboTKy NMEePCOHANBHBIX NAHHBIX, a
TAaloKke ONpefeNsone nedn 0oO0pabOoTKM MEpCOHANBHBIX JIaHHBIX, COCTaB
[IEPCOHAIBHBIX ~ JAHHBIX,  IIOJUIEXKAIIUX obpaborke, JeiicTBui  (omepauum),
COBepIIAeMBIe C IIePCOHANBHBIME TAHHBIMH.

2.001mue moJIosKeHus

Hacrosimme IlpaBuina paboTsl ¢ 00e3MTMIEHHBIME [IEPCOHATBHBIMU JaHHBIMH
Ynpasienus paspaboransl ¢ yderom @emepanpHoro 3axoHa or 27.07.2006 .
Ne 152-®3 «O mepcoHanbHBIX JaHHBIX», [locTaHoBnenus IlpaButenscTBa
Poccuiickoit @eneparmu ot 21.03.2012 r. Ne 211 «OO6 yTBepIiK/IeHHU NEPEYHs Mep,
HaIpaBIeHHBIX Ha O0ecleueHHe BBINONHEHHUs OOS3aHHOCTEH, NPEXyCMOTPEHHBIX
®enepanbHeM  3akoHOM «O IepCOHANBHBIX IaHHBIX», Ilprkasa @enepanbHON
ciIyX6BI TI0 Ham30py B cdepe CBA3M, MHPOPMALMOHHBIX TEXHOJOTHH M MaCCOBBIX
KoMMyHHKarui ot 05.09.2013 r. Ne 996 «O6 yTBepkaeHH! TpeOOBaHHK U METOIOB
0 06e3TMYMBAHMIO NEpPCOHANBHBIX MAHHBIX» (¢ mpmIoxenueM «TpeGoBanuii u
METOIOB IO O0OE3IM4YMBAaHMIO [EPCOHANBHBIX JaHHBIX, 00pabaThIBa€MBIX B
MH(OPMAIIMOHHBIX CHCTEMAaX MEPCOHANbHBIX J@HHBIX, B TOM HHCJIE CO3JAHHBIX H
(QYHKIIMOHHPYIOIMX B PAMKaX peanu3aluu (elepalbHbIX LENeBbIX MPOrpaMmM») H
IPUHATHIMA B COOTBETCTBMM C HHM HOPMAaTHBHBIMU IPAaBOBBIMH aKTaMH,
oIeparopamy, SIBISIOIIMMHUCS — TOCYJApPCTBEHHBIMH — HIM  MYyHMIMIIAIBHBIMH
opraHamm».

3.Ilopsiaok paGoTsl ¢ ob6e3nuuenHpIMu I/Tn

O6e3nmuuuBanue IIJIH momkHO obecrneyuBaTrh HE TOJIBKO 3allUTy OT
HECAHKI[MOHMPOBAHHOTO MCIIONB30BaHusl, HO M BO3MOXHOCTh X 0Opaborku. [l
9TOro 00e3TMUYeHHBIE MNaHHBIE MOJDKHBI O00JanaTh CBOHCTBAMHU, COXPAHSIOIUIMU
OCHOBHBIE XapaKTepUCTUKU obe3nmuunBaeMbIx [1/1H.

K cBoiicTBamM 00€3TUYEHHBIX JAHHBIX OTHOCSTCS:




00e3muIuBaHus.

K tpeGoBaHMAM K CBOHCTBAM ITOJTyJaeMbIX 00e3MMYEHHBIX JJTaHHBIX OTHOCSATCS:

- COXpaHeHHe TOJHOTH (COCTaB 00E3NMUCHHBIX NAHHBIX NOIDKCH TOTHOCTBIO
COOTBETCTBOBATh COCTaBY 0besnuanBaeMbix I11H);

- COXpaHeHHe CTPYKTYPHUPOBAHHOCTA 00E3THIMBAEMBIX 118,

- cOXpaHeHHe CeMaHTHYECKOH IIeIOCTHOCTH o6esmuunBaeMbIx [1/1H;

- AHOHUMHOCTD OTHENBHBIX JAHHBIX HE HIDKE 3aJaHHOTO YPOBHS (KOMHYECTBA
BO3IMOXKHBIX  COMOCTABJIEHHH OOE3NMYEHHBIX NAHHBIX ~MeXAy COOOH s
le06e3 MUMBaHKs KaK, HapuMep, k-anonymity).

K TpeGOBaHHSIM K CBOKCTBAM METOAA 00e3THYMBAHMS OTHOCATCS:

- 06paTMOCTh (BO3MOXHOCTE IIPOBEICHHU neo0e3TMINBaHus);

- BO3MOJXKHOCTB OOecIeueH s 3aJaHHOIO YPOBHsI aHOHUMHOCTH;

- yBeNTMYeHHe CTOMKOCTH NPY yBEIUICHUH o6beMa obe3mrurBaeMbIx 11/1H.

Meromsl 06e3NMUMBAHES HODKHEL oOecrmeumBaTh TpeOyeMmble CBOHCTBA
0Ge3IMUeHHBIX TAHHBIX, COOTBEICTBOBATH MpPEIBSBIAEMBIM TpeOOBaHMSIM K HX
xapaKTepucTukaM (CBoficTBam), ObITh NPAKTHYECKU Pealu3yeMBIMH B pasiHiHBIX
[IPOrPaMMHBIX CpeJiaX H MO3BOJITH PEIIaTh NIOCTABICHHBIC 3311311 obpabotku 11/1H.

O6e3nmuuennble I1J[H He TOAJEXAaT pasrIallleHuI0 W HapyMCeHUIO
KOH(UIECHIIUAIBHOCTH.

OGe3MUeHHble  [ePCOHATBHBIE ~ NaHHBIE MOTYyT — o0pabaThIBaThCs €
HCIIONb30BaHEM 1 0€3 MCIIOIb30BaHKs CPEICTB aBTOMAaTH3AIHH.

[Ipu obpaborke obesmuuennsx [I[[H ¢  HCHONB3OBAHHEM  CPEJICTB
aBTOMATH3aI[Md HE0OXO0IUMO COOMIOEHME:

- MapOJIbHOM IIOJIUTHUKHY;

- QHTHBHUPYCHOH IOJUTUKH;

- rpaBun pabOoTHL CO CHeMHBIME HOCHTEJISIMA (eCTH OHH HCTIOJNIB3YETCS);

- TIpaBHJI PE3ePBHOIO KOIIMPOBaHHUS;

-mpaBM  AOCTyna B TIOMEIIEHHs, [7¢  PACMOJOXKEHBI  SIICMCHTE

UH()OPMALIMOHHBIX CUCTEM.

[lpu ob6paborke oGesmuuyennerx IIJlH  Ge3  HMCIONB3OBaHUA — CPEACTB
ABTOMATH3aL{H HEOOXOAUMO COOIIOIEHHE:!

- IpaBWI XpaHeHHs: OyMaXKHBIX HOCUTENeH;
- IIPaBWJI JOCTYIIA K HUM ¥ B IOMEIEHHS, I/Ie OHHM XPAHATCS.

4.0TBETCTBEHHOCTh

OTBETCTBEHHOCTh 3a OCYIIECTBIEHWE OOIIEero KOHTPOJIS BBIIOJIHEHMS
TpebGoBanuii HacTosmux [IpaBui HeCeT OTBETCTBEHHBIN 3a OpraHU3alUo 00pabOTKH
[1/1a B YpaBieHHUH.

OTBEeTCTBEHHOCTh 3a BBINONHEHME HacToslux IIpaBui Bo3nmaraeTcs Ha BCeX
COTPYIHHKOB YIIpaBIIeHuUs, JOIYIIEHHbIX K 00paboTKe I[11H.

Corpyauuk YIpapleHHs HeCET OTBETCTBEHHOCTH 33 BCE NeUCTBUS,
COBEpIIEHHBIE OT HMEHH €ro y4eTHOHM 3allucCH, eCId He [oKasaH ¢akT
HECAHKIMOHAPOBAHHOIO KCIIONb30BAaHUs YYETHOU 3alHMCH NPYTUMH JIHLIAMH TP
COOITIO/ICHHUH MONB30BaTeneM TpeboBanuii HacTosmux [TpaBuir.
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- montHOTa (COXpaHeHWe Bceld HMH(pOpMAaUUH O KOHKPETHBIX cyObeKTax HIH
rpynmnax cyoBbeKTOB, KOTOpas HMeIach 10 00e3TUINBaHNUA);

- CTPYKTYpPUPOBAHHOCTh  (COXpaHEHWE  CIPYKTYPHBIX  CBs3€H  MexXny
o6e3IMUeHHBIMA JAHHBIMA KOHKDETHOTO CyObeKTa WIM Tpynmnbl CyOBEeKTOB,
COOTBETCTBYIOIIUX CBA3AM, HMEIOIIUMCS 10 06e3IMYrBaHms );

- PEIeBaHTHOCTH (BO3MOXHOCTH 0GpabOTKH 3aIpOCOB TIO obpabotke I1/1n u
[OJIy4eHHs OTBETOB B OJMHAKOBOM CEMaHTHYECKOH hopMme);

- CeMaHTHYecKas IlelocTHOCTh (coxpaHenuwe cemanTuku I[IJlH npu ux
00e3TMYHBaHIHN);

- [IPUMEHHMOCTh (BO3MOXHOCT pemeHus 3anad obpaborku I1JIH, cTosmmx
mepeJ| ONEpaTopoM, OCyIlecTBILmomuM obesnuunBanue I11H, 0o0pabaTrIBaeMBIX B
WCII/IH, B TOM YWCIe CO3MAHHBIX M (PYHKUHOHHPYIOIMX B paMKaX peal3alyu
dbemepanbHBIX LENEeBBIX MporpaMm (mamee - ONeparop, omeparopsl), 6e3
IIpeIBAPHUTENBHOIO Ae00e3TMIHBAHMS BCEr0 00beMa 3aIicel o CcyOBeKTax);

- AHOHMMHOCTb (HEBO3MOYKHOCTb OJHO3HAYHOH HIAEHTU(UKALMH CyOBEKTOB
T1/T1, MOIYYeHHEIX B pe3yabTaTe o0e3IMIuBanys, 6e3 IPUMEHEHHS TOTIOTHUTENbHOM
HH(OOPMALIAN).

K xapakTepuctEkaM (cBoifcTBaM) MeTonoB obesnnuuBanus IT/TH (manee -
METOIB!I OOE3MYMBaHKsA), ONPENENSIONM BO3MOKHOCTE O0eCTeYeH s 3aiaHHbIX
CBOMCTB 00€3/IMUYEHHBIX JaHHbIX, OTHOCATCS:

- 06GpaTHMOCTh (BO3MOXKHOCTB IpeoOpa3oBaHus, 0OPAaTHOrO O0e3IUYHBAHHUIO
(neobe3muuuBaHKue), KOTOPOE IIO3BONHMT HPUBECTH OOe3MYeHHbIe [aHHBIE K
HCXOIHOMY BHY, MO3BOJSIOLIEMY OIIPEIeHTh MpHHaAIexXHOCTh [T/IH KOHKpeTHOMY
CyOBEKTy, YCTPaHUTh AHOHMMHOCTB),

- BAPHATHBHOCTH (BO3MOXKHOCTh BHECEHHs H3MEHEHUH B IapaMeTphl MeTO/a
ero anpHeHIero nmpuMeHeHus: 0e3 mpelBapHTeIbHOro Je00e3IMYMBaHUs MacCUBa
JaHHBIX ),

- W3MEHsIeMOCTh (BO3MOJKHOCTh BHECEHHS] I3MEHEHHH (JONOHEHHH) B MACCHB
00e3/IMUeHHBIX JaHHBIX 0e3 IpeiBapUTeIbHOr0 1e00e3InUNBaHus);

- cTOMKOCTh (CTOMKOCTH MeTOIa K aTrakaM Ha HICHTHQHKAIMIO CyOBeKTa
[11n);

- BO3MOYKHOCTh KOCBEHHOIO J1€00€3TMYNBaHUs (BO3MOXXHOCTh IIPOBEIECHIS
Ne06e3IMIUBAHMA C HCIONE30BaHUeM HH(OPMAIIMHU APYTUX ONEPaTopOB);

- COBMECTHMOCTh  (Bo3MOHOCTh  mHTerpanuu  IT/lH,  obe3nMyeHHBIX
Pa3IMIHBIMEA METOJAMH);

- mapameTpuueckuii  o6beM  (00BEM  JOTIONHMTENBHOM  (Ciy)KeGHOI)
wHpopManuy, HeoOXOMMMOW i pealH3allid MeToja o0e3nuyuBaHWA |
neo0e3MMYNBaHMs);

- BO3BMO)KHOCTH OIIGHKH KauecTBa [JAHHBIX (BO3MOXHOCTh IIPOBEICHUS
KOHTpOJISI Ka4ecTBa OOE3IMYEHHBIX [JaHHBIX ¥ COOTBETCTBUS IPUMEHAEMbIX
Tpoueyp 06e3TMINBaHKs YCTaHOBICHHBIM [T HUX TPEOOBAHUSM).

Tpe6GoBanusi K MeTojaM 00€3IHMYMBaHMS [IOAPA3ACIIIIOTCS Ha:

- TpeGoBaHKMsi K CBOMCTBAM OOE3NMYEHHBIX [aHHBIX, IIOTYyJaeéMBIX TIPH
IPIMEHEHUH METOo1a 00e3THYUBAHN;

-TpeGoBaHMA K CBOMCTBAM, KOTOPHIMM JOJDKEH OONajatb  MeTOoH
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CoTpy/HHKE YIIPaBIEHHs HECYT NEPCOHANBHYIO OTBETCTBEHHOCTE 34 yiepo,
NPUYMHEHHBIH YTPaBICHUIO H cy6bektaM IIJ[H BCIENCTBHC HapyIICHHS HMH
YCTAHOBJICHHBIX TpeOOBaHHIl B obacTi 06paboTky u obecredernus sammtsl [IJ1H, B
COOTBETCTBHH C 3aKOHOATENLCTBOM Poccuiickoi Denepanii.

HayaabHUK yNpaBJIeHHS HN.Bbonpapes




